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Abstract: The world of education is currently experiencing 'shocks' facing the 

challenges of the industrial revolution 4.0. This challenge must be responded quickly 

and accurately by all stakeholders in education. This era will also disrupt various human 

activities, including the fields of science and technology and higher education. The 

University as a formal institution is expected to produce skilled human resource who 

are ready to face the industry 4.0. Universitas Abdurrab is a private university that has 

been established since 2005. Therefore, it’s necessary to transform the educational 

organization following the needs of the community to deal with the "shock" of industry 

4.0. This research offers a model of transformation of educational organizations that are 

suitable for the needs of industry 4.0. It’s the adoption of the existing educational 

organization model into a new model transformation that is suitable for the industrial 

4.0. Using the qualitative method this research also observes how the readiness of 

Universitas Aburrab then provides solutions according to the Cobit 5 framework as a 

best practice for IT management. Through the transformation model, it can be the 

answer to the demands of industry 4.0 as initiation and solution for Universitas 

Abdurrab in the future. 
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INTRODUCTION 

Nowadays, the development of internet use and digital technology as the backbone of 

human and machine connectivity and networks(Wollschlaeger, Sauter, & Jasperneite, 

2017). This circumstance will impact various human activities in the field of science 

and technology and higher education(Nasir, 2018). The Industrial Revolution 4.0 as a 

development of modern civilization we have felt its impact on various facets of life, 

the penetration of technology that is all disruptive, making changes faster, as a 

consequence of the phenomenon of Internet of Things (IoT), big data, automation, 

robotics, cloud computing, to Artificial Intelligencee (Risteska Stojkoska & 

Trivodaliev, 2017). 

 

Indonesia began to face the Industrial 4.0 era, where all systems started to be digitally 

connected. The biggest challenge facing the 4.0 Industrial revolution is to create new 

technologies and approaches that combine the physical and digital worlds(Aldianto, 

Mirzanti, Sushandoyo, & Dewi, 2018). The indications of disruption that characterize 

the development of the Industrial Revolution 4.0 civilization, will lead to the transition 



PASCASARJANA UNIVERSITAS RIAU                                                                  

The 3rd International Seminar on Higher Education                                ISBN: 978-623-90242-0-8 

Pekanbaru, November 3rd, 2018 

208 
 

reality of the technological revolution that will fundamentally change the way of 

living, working, and organizational relations in relating to one another(Wijaya, 

Sudjimat, & Nyoto, 2016).The changes in the landscape of political economy and 

organizational relations as a consequence of the Industrial Revolution Governance for 

higher education can be seen as an arrangement that includes various university assets 

to support strategies in achieving the goals and objectives of the organization 

(Trappey, Trappey, Hareesh Govindarajan, Chuang, & Sun, 2017). University assets, 

in this case, are human resources, finance, physical facilities, intellectual property 

rights, information technology, and collaboration (Chung & Kim, 2016). As a 

benchmarking on the survival of business organizations, it fits for educational 

organizations such as universities to be more sensitive and make adjustments. So that 

they can compete in the era of the Industrial Revolution 4.0 civilization development 

to be survival as responsive to the increasing demands of effectiveness, efficiency, 

accountability, and public transparency (Prasetyo & Sutopo, 2018). 

 

Universitas Abdurrab is one of the private universities in the city of Pekanbaru. This 

university actually has applied the use of information technology in carrying out its 

activities. However, the existing IT model does not fulfill the three elements of 

coverage area that must be met, such as the governance area, management area and the 

principles of IT governance. 

 

This research offers a transformation of educational organizations based on the COBIT 

5 Framework used to build an IT governance model at Abdurrab University and 

provides guidance on how it should be managed to realize the benefits of IT, 

optimization of resources, and optimization of risk management based on three 

elements of coverage area that must be met. 

METHODOLOGY 

This research uses qualitative descriptive method based on existing phenomena 

regarding educational organizations based on industry 4.0. It is expected that this 

research can specifically describe the conditions that exist in the field. Using the 

Framework Cobit 5 can explain clearly how this research could help the educational 

organization. 

 

The COBIT Framework is an IT governance guidance framework and can also be 

referred to as a supported toolset that can be used to bridge the gap between the needs 

and how the technical implementation of meeting these needs in an organization. 

COBIT allows the development of clear and excellent policies used for IT control 

throughout the organization, helping to improve quality and value and simplify the 

implementation of an organization's process flow from the IT application side 

(Nugroho, 2014), the higher education governance model based on the cobit 

framework can be seen in the following figure. 
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Figure 1. Cobit Framework Of Higher Education 

In Figure 1 can be seen how could the IT framework help the higher education 

establish goals and objectives to be achieved on the needs of industry 4.0.  there are 

three areas in these Framework: Governance Area leads to evaluate the university, 

giving direction and also monitoring as well as the role of governance. In the mean 

while the principles area includes to run the responsibility, strategy, acquisition, 

performance, conformance and human behavior. And more important is management 

area, this area based the document ISO 38500, these principles should run well for 

governance practices or management practices. Governance practices consist process 

evaluate, direct, monitor (EDM) and management practices consist process plan 

(APO), build (BAI), run(DSS), and monitor (MEA). To achieve the goals and targets, 

university requires a set of organizational structures that contain specific tasks and 

functions. 

RESULT AND DISCUSSION  

The university goals and objectives should be match with the vision and mission of 

university itself. It is stated in the statute of Universitas Abdurrab. In the mission of 
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Universitas Abdurrab: develop quality research and community service to advance 

science and technology to improve human welfare, Conduct quality education services 

by applying the latest technology to improve efficiency in all fields and religious 

ethical systems. - Fostering, strengthening and expanding institutional cooperation 

networks in order to develop science and technology findings. This mission describe 

how science and technology become the important issue in this university. To gain the 

goals and targets, university need a set of organizational structures that contain specific 

tasks and functions. Base on the Framework, the role of top-level management in 

Univrab should provide guidance in the form of planning and implementing policies 

in processes related to IT. Management also evaluates related activities carried out 

with IT involvement in each area (governance, principles and management). This 

evaluation will end with an evaluation of performance and compliance with existing 

regulations and policies as part of the monitoring process. This process is needed to 

ensure that activities are carried out in accordance with the vision and mission of the 

organization that has been established. 

 

An effective organization does not occur by chance. The success of implementation in 

an organization that is related to the right model or suitability for the organization, so 

that they can support or complete strategic organizations. IT based on Framework 

Cobit is not concept statement but a process inherent in an organization.  University 

needs regular reviews to update IT governance structures to take account of changes 

in technological environments. However, IT mechanism in an organization will 

depend on the characteristics and needs of the organization. 

CONCLUSION  

Universitas Abdurrab has attempted to make many changes towards industry 4.0, but 

the transformation is still needed according to market demand. Educational 

organizations such as Universitas Abdurrab must lead to high efficiency and 

effectiveness and policies that are in line with the vision and mission through the Cobit 

framework of the governance framework. This framework can help managerial levels 

to implement IT governance policies to be better as the demands of the industrial 

revolution 4.0 

Acknowledgement 

This research is part of a research proposal that has been submitted in a research grant 

from the Ministry of Research and Technology in 2018. The researchers would like to 

thank to the research institute ofuniversitas Abdurrab for providing support in this 

research. 

REFERENCES 

Aldianto, L., Mirzanti, I. R., Sushandoyo, D., & Dewi, E. F. (2018). 



PASCASARJANA UNIVERSITAS RIAU                                                                  

The 3rd International Seminar on Higher Education                                ISBN: 978-623-90242-0-8 

Pekanbaru, November 3rd, 2018 

211 
 

PENGEMBANGAN SCIENCE DAN TECHNOPARK DALAM 

MENGHADAPI ERA INDUSTRI 4.0 - SEBUAH STUDI PUSTAKA. Jurnal 

Manajemen Indonesia, 18(1), 68–76. 

Chung, M., & Kim, J. (2016). The Internet Information and Technology Research 

Directions based on the Fourth Industrial Revolution. Ksii Transactions on 

Internet and Information Systems, 10(3), 1311–1320. 

https://doi.org/10.3837/tiis.2016.03.020 

Nasir, M. (2018). Pendidikan Tinggi Berkualitas: “ Mendorong Kemajuan IPTEK, 

Inovasi, dan Daya Saing Bangsa di Era Revolusi Industri 4.0.” 

Nugroho, H. (2014). Conceptual model of IT governance for higher education based 

on COBIT 5 framework. Journal of Theoretical and Applied Information 

Technology, 60(2), 216–221. https://doi.org/ISSN: 1992-8645 

Prasetyo, H., & Sutopo, W. (2018). Industri 4.0 : Telaah Klasifikasi Aspek Dan Arah 

Perkembangan Riset. J@ti Undip : Jurnal Teknik Industri, 13(1), 17–26. 

Risteska Stojkoska, B. L., & Trivodaliev, K. V. (2017). A review of Internet of Things 

for smart home: Challenges and solutions. Journal of Cleaner Production, 140, 

1454–1464. https://doi.org/10.1016/j.jclepro.2016.10.006 

Trappey, A. J. C., Trappey, C. V., Hareesh Govindarajan, U., Chuang, A. C., & Sun, 

J. J. (2017). A review of essential standards and patent landscapes for the Internet 

of Things: A key enabler for Industry 4.0. Advanced Engineering Informatics, 

33, 208–229. https://doi.org/10.1016/j.aei.2016.11.007 

Wijaya, E. Y., Sudjimat, D. A., & Nyoto, A. (2016). Transformasi pendidikan abad 21 

sebagai tuntutan pengembangan sumber daya manusia di era global. Prosiding 

Seminar Nasional Pendidikan Matematika 2016, 1, 263–278. 

https://doi.org/ISSN 2528-259X 

Wollschlaeger, M., Sauter, T., & Jasperneite, J. (2017). The future of industrial 

communication. IEEE Industrial Electronics Magazine, 11(1), 17–27. 

https://doi.org/10.1021/ie50124a022 

 

  


